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Abstract

Block Cyclic Redundancy Check (CRC) codes represent a popular and pow-
erful class of error detection techniques in modern data communication systems.
Though efficient, CRC’s can detect errors only after an entire block of data has
been received and processed. In this work, we propose a new “continuous” error
detection scheme using arithmetic coding that provides a novel tradeoff between
the amount of added redundancy and the amount of time needed to detect an
error once it occurs. We demonstrate how the new error detection framework
improves the overall performance of transmission systems, and show how size-
able performance gains can be attained. We focus on two popular scenarios:
(i) Automatic Repeat ReQuest (ARQ) based transmission; and (ii) Forward
Error Correction frameworks based on (serially) concatenated coding systems
involving an inuer error-correction code and an outer error-detection code.

1 Introduction

Block Cyclic Redundancy Check (CRC} codes represent a popular and powerful class
of error-detection techniques in digital communications. Though efficient, CRC’s can
detect errors only after an entire block of data has been received and processed. In
this work, we describe a new class of “continuous” error detection techniques, and
show its utility in a variety of common communication scenarios like (i) Automatic
Repeat ReQuest (ARQ) based data transmission, and (ii) (Serially) Concatenated
Coding systems deploying an inner error-correction code and an outer error-detection
code. Our proposed approach is based, ironically, on a popular source (entropy)
coding technique, namely the arithmetic coder [1]. During our research, we became
aware that the idea of continuous error detection based on arithmetic coding had
been tackled earlier by Boyd et al. in [2], albeit with little system performance
analysis, or exposition of its utility in communication systems. In this work, we not
only undertake a more rigorous analysis of this paradigm, quantifying the underlying
tradeoffs involved in the process, but also establish the impressive gains in system
performance attainable through sophisticated integration of this novel paradigm into
popular, powerful transmission scenarios such as those listed above.

tThis work was supported in part by the National Science Foundation under award NSF MIP-
97-03181 (CAREER), the Office of Naval Research under Award NO0014-97-1-0864, and the Army
Research Office under Award DAAH04-96-1-0342.
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The basic idea is simple: add, to the list of data symbols to be arithmetically
encoded, an extra “forbidden” symbol that is never actually transmitted, but for
which a controlled amount of probability space is reserved nonetheless (note that this
increases the redundancy of the coded symbol stream). By increasing the amount
of coding space that the forbidden symbol occupies, it is possible to make statistical
guarantees about where the errors may have occurred. That is, it is possible to isolate
the location of the error in a statistical sense, to any desired confidence level, to the
previous m bits, where m depends on the amount of invested excess redundancy and
the desired confidence level.

This is clearly useful in communication scenarios like ARQ or concatenated cod-
ing systems having an error-detection “outer” component. In an ARQ) system, the
utility comes from the ability to make statistical statements relating the time of error
oceurrence to the time of its detection, resulting in potential savings in the number
of bits that need to be retransmitted when an error is detected. In this setting, we
optimize the tradeoff between added redundancy and error-detection time to attain
significant throughput gains. In a serially concatenated coding system using inner
convolutional codes, the use of continuous error detection can likewise be useful to
eliminate invalid trellis paths, leading to potential performance gains. Our approach
significantly reduces the number of paths which have to be processed and stored in
the list Viterbi Algorithm compared to the number of paths needed with block CRC
detection for the same overall performance. We will describe how to achieve these
gains using both theoretical analysis and validating empirical simulations.

2 Using the arithmetic coder for error control

2.1 Continuous error detection

An error in an arithmetically coded stream causes a loss of synchronization, and all
subsequently decoded symbols become invalid. It is this loss of synchronization that
we wish to exploit to give us error detection capabilities. Encoding and decoding via
the arithmetic coder proceed by repetitively partitioning subintervals within the unit
interval [0, 1) according to the probabilities of the data symbols [1]. If we introduce
a forbidden symbol that is never encoded by the arithmetic coder, but is nonetheless
assigned a nonzero probability, then upon decoding, if an error occurs, this forbidden
symbol is almost surely likely to be eventually decoded. The investigation of the
conditions under which the detection of errors is guaranteed is not undertaken in this
paper. In this work we only exploit the fact that if the forbidden symbol is decoded,
this guarantees that an error has surely occurred. The amount of time needed to
decode the forbidden symbol after the occurrence of an error is inversely related to
the amount of added redundancy due to the introduction of the forbidden symbol.
To understand this better, consider the case where there are only two symbols (see
Fig. 1): a “good” symbol a, and the forbidden symbol z. Suppose that z is assigned
probability e (0 < e < 1) and a is assigned probability (1 — €). Each time a data
symbol a is encoded, the subinterval corresponding to a (with current uncertainty
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interval o) will be partitioned as follows (1) (1 — €)e of the subinterval is allocated
to a, and (2) ea of the subinterval is allocated to z. Because the forbidden symbol
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Figure 1: The proper divisions of the unit interval [0,1) when encoding the symbol
a and adding a symbol z which is never encoded. The probability of z is € and the
probability of a is (1 —¢€). The subintervals representing data strings that contain an
¢ are denoted as pa(7).

is never encoded, the subintervals corresponding to z are never partitioned. Then,
after encoding n symbols, the length of the interval containing valid codewords is
decreased by the factor (1 —€)". If an error is introduced in the encoded stream, the
decoded codeword will change its position on the interval. This change in position is
well modeled as being uniformly distributed on the interval [0,1). If we then define
4 random variable Y that represents the number of bits it takes to detect an error
after it occurs, then Y can obviously be modeled as having a geometric distribution:

Pky=(1—-¢f e k=12..,00 (1)

When an error occurs, the bitstream is no longer restricted to be in the subintervals
that belong to the data symbols, but will now have an e probability of falling in the
subinterval corresponding to z (i.e. decoding the symbol z), and a (1 —¢) probability
of falling in the valid subinterval corresponding to o'. From this, we see that

PlY >n]=(1-¢" (2)

Letting § = P[Y > n], taking the logarithm of both sides of (2) and solving for n, we
get: . logo(6)

" loga(1 - ) )

Thus, upon detection of an error, the probability that the error occurred in the
previous n bits is (1 — 6). This probability can be made as small as desired.

2.2 Redundancy versus error detection time

To determine the coding inefficiency resulting from the presence of the forbidden
symbol, we note that typically, —loga(y} bits are needed to represent a subinterval
of width v on the unit interval [0,1). By introducing the forbidden symbol z that
occupies a subinterval of width ¢, the rest of the data symbols will be confined to a
subinterval of width 1 — €. As a result, the amount of redundancy R, due to adding
the forbidden symbol z is

R, = —loga(1 —€) bits/symbol encoded. (4)

1gimulations using various sizes of € confirm that the geometric distribution is a valid model.
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From (4) and (3) we get, n = —loga(8)/R,. (5)

Also, we see that the amount of redundancy added for a given “confidence level”
(captured by &) is inversely related to the amount of time it takes to detect an
error. This is useful for ARQ where, depending upon channel conditions, there are
conditions in which fast detection is more important than the amount of redundancy
added (noisy channel conditions) and there are conditions in which the opposite is
true (calm channel conditions). From (5), we have direct continuous control over the
amount of redundancy added versus the expected amount of time it takes to detect
an error.

3 ARQ with continuous error detection

To incorporate the new error detection scheme into ARQ), a few minor modifications
need to be made to the conventional ARQ culture. The most critical cultural change is
that error detection is done continuously; as soon as the forbidden symbol is decoded
at the receiver, a retransmission of n bits is requested, where n corresponds to a
confidence level of (1--§) as in (3). Since the position of the error has to be conveyed
to the transmitter, an overhead of R, = log:(N) + 32 bits is necessary each time
a retransmission occurs; N represents the packet size and the 32 bits of overhead
typically provide for sequencing information, flags, etc. [3]. In our scheme, the
packet size N is only significant in contributing to the amount of overhead (logy (V)
bits + other overhead bits) and may thus be chosen independently of the channel
conditions. This is not the case, however, for conventional ARQ), where N must be
carefully chosen in accordance to the bit error probability of the channel (we will
assume a Binary Symmetric Channel - BSC) in order to optimize throughput. To
maximize throughput in our case, n (i.e., the number of bits to retransmit) must be
optimally matched to the channel conditions.

3.1 Throughput analysis

For simplicity, in the following analysis we assume a noiseless return channel and an
infinite receiver buffer. We also disregard the probability of undetected error and the
probability that the error is not corrected after the first retransmission. Throughput
is defined as the average amount of information (in bits) transmitted per channel bit.
To find the throughput, we need to first find the average number of bits that are
successfully received for each channel bit transmitted and call that T.. We then need
to find the fraction of useful data contained within each bit after adding parity, and
call that 3. The throughput T is then clearly:

T = 3T¢. (6)

Let Y be the random variable representing the time (in bits) from when an error
oceurs to when it is detected, and let Z be the random variable representing the time
(in bits) from when a retransmission (or start of transmission) is requested to when
an error occurs. Then the probability distribution of YV, P,(k), is defined in (1) and
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the probability distribution of Z, P,(k), will be geometric with parameter p, (bit
error probability of the BSC):
P.(k) = (1= p)*p. (7)

Now, define X =Y + Z to represent the number of channel bits (not including over-
head) received in between the requests for two successive retransmissions. Because
the n bits prior to the bit that produced the forbidden symbol need to be retrans-
mitted, the number of bits that are successfully received will then be (X —n), where
X . represents the positive part of X (e, X; =X if X > 0and X. =0if X <0).

Then, T, can be written as 1, = %%%E‘i—l and can be shown to be:

T _ pg(l . 6)'n+1 _ 62(1 _ pb)nJrl
7 pt— €2+ Rueps(ps — €)(1 — pu)

(8)

From (4) we know that —log.(1 — €) bits of redundancy are added for each symbol
encoded. We also know that by encoding the data using an arithmetic coder without
the forbidden symbol, we need about H (p,) bits for each data symbol encoded, where
H(p,) represents the entropy of the source {with source probabilities p;). Therefore,
for every H(p,) information bits, H(p,) — log2(1 — €) bits will be needed to represent
that information. The useful fraction is then:
5= H(ps)
H(p;) — logs(1 —€)
(8) and (9) can then be combined to arrive at the throughput using (6).

Simulations confirm that the throughput equation (6) models the actual through-
put very well, as will be seen in the next section.

(9)

3.2 Results for ARQ with continuous error detection

Simulations were run using a BSC model at various bit-error probabilities with mul-
tisymbol data alphabets. Several 10 kbit packets were sent at each bit-error proba-
bility, and the resulting throughput was calculated. As a measure of performance, we
compared our method of ARQ to conventional methods of ARQ. To simulate a fair
comparison for our method versus conventional ARQ methods, the optimal packet
size? was used at each of the bit-error probabilities tested using conventional ARQ.
Accordingly, the optimal € was also found, and used for each of the bit-error proba-
bilities tested using our new method of ARQ. The resulting throughputs are shown in
Fig. 2 (a). From the figure, we see that the new method of ARQ outperforms conven-
tional ARQ methods at all bit-error probabilities®. Furthermore, our new method of
ARQ is well-suited for time-varying channels, because € can be continuously adapted
as a function of the channel conditions.

Our new method of ARQ is especially useful for image transmission. Currently,
arithmetic coding is the entropy coder of choice in popular image-compression systems

2The optimal packet size for conventional ARQ methods is found by solving for the packet size
which maximizes the throughput [3].

3Throughputs for bit-error probabilities greater than p, = 10~? are not shown in the figure,
because ARQ) is no longer practical at such high bit-error probabilities
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Figure 2: (a) - Throughput curves of our new method of ARQ versus conventional
ARQ at various bit-error probabilities. (b) - PSNR curves of our method of ARQ
versus conventional ARQ using the Lena image with different bit constraints. A BSC
with pp = 1072 and the wavelet coder of [4] are used.

(e.g., [4]). With our new method of error control, only one “device” is needed to do
both the source compression and channel coding for image-transmission systems when
ARQ is used. As an example, we ran some simulations using the popular zerotree
wavelet coder of [4] in conjunction with our new method of ARQ. The popular Lena
image was coded using both our method and the conventional method of ARQ at a
bit-error probability of p, = 10~3. To measure the performance of each method, we
fixed the total delay, which translated into fixing the total number of bits that were
allowed for transmissions and retransmissions. When the total number of bits of were
exhausted, the PSNR, using each method was measured. Significant PSNR gains
(about 1 dB) were achieved by our method of ARQ over the conventional method of
ARQ for different delay constraints (see Fig. 2 (b)).

4 Application: concatenated coding systems

Concatenated coding schemes for forward error control are becoming extremely pop-
ular due to their high performance and the existence of efficient decoding algorithms.
In this work we consider serially concatenated coding schemes with an inner con-
volutional coder and an outer error detection coder. Suppose that the output of a
convolutional encoder is transmitted over a memoryless channel. The receiver has to
perform the maximum likelihood estimation of the transmitted data sequence {uy}
using the received vector sequence {z, } which is the output of the memoryless channel
with the input being {y,}. The solution to this problem is given by the Viterbi algo-
rithm originally proposed in [5]. The VA searches for the shortest route through the
trellis which represents the convolutional encoder with the edge weights from states
at time k to states in time & +1 being dependent on the current channel output vector
z. Further details on the VA may be found in [5].

A point of note is that despite the fact that the VA in its original form produces
a best estimate of the transmitted codeword, this estimate may be incorrect. By
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Figure 3: Illustration of the parallel list VA for N = 2 paths in the list. At time
k + 1 for each state N survivor paths are chosen based on their accumulated metrics
M;i(k+1). In the example, paths B and C are chosen and paths A and D are pruned.

using an additional error detecting channel code (typically CRC), it is possible to
tell with a very high confidence level whether the survivor path is error free at the
price of an insignificant increase in the overall channel rate. By making appropriate
modifications, the VA algorithm can be changed to output an ordered list of the “N-
most likely” transmitted codewords (for a list-N VA), i.e., instead of finding the best
path we require a list of the N best paths, resulting in considerable improvements over
the original VA. An example of such modification is called the “parallel” list VA [6].
In the parallel list VA, at every step of the algorithm, the list of N best paths coming
into each state is maintained rather than a single path as in the conventional VA.
Those N survivor paths are checked (in the order determined by their accumulated
metrics) at the end of the data block using an error detection code until the first
valid path is found. The parallel list VA is illustrated in Fig. 3 for N = 2. A more
officient “serial” implementation is also possible which stores all decisions along the
trellis and allows for the request of additional path estimates only when needed. To
summarize, the list VA algorithms allow a trade-off of the complexity of the decoder
for its performance. It is also true that most of the performance gain can be expected
by maintaining a list of 3-5 paths instead of one [6]. Further increases in the size of
the list correspond to rather insignificant gains.

Our proposed scheme uses the same idea of producing a list of best path estimates
as in [6]. However, the outer block error detection code (CRC) is replaced by a
continuous error detection code. We assume that the total number of paths in the
list NV is fixed to address computational complexity /delay constraints, and we consider
a parallel version (which is well suited for hardware implementations) of the list VA*
as shown in Fig. 3. The motivation is that if channel errors occur at the beginning
of the block, there is a good chance that this will render all the paths in the list-IV
VA (for small N) incorrect, resulting in an undesirable “no correct path” situation.
The proposed continuous error detection scheme allows some incorrect paths to be
pruned before the end of the block is reached, hence, increasing the probability that

4For fixed N, both parallel and serial implementations have the same performance.



e

346

the correct path will survive. We illustrate our proposed scheme in Fig. 4. Note the
presence of a feedback path from the arithmetic decoder to the list VA decoder.

Data N | ; i Data
in Arithmetic Convoluticnal List VA with Arithmetic | -
i - Channel — ] decoder  |—pm
encoder encoder path checking

Figure 4: The list VA with continuous error detection. All paths in the decoder are
checked periodically (feedback from the arithmetic decoder to the list VA decoder)
and if an incorrect path is found it is replaced by the valid path in the list.

The system operates as follows (see Fig. 3). At each state of the trellis, N best
paths are chosen from among the incoming 2N paths (we assume a binary alphabet
as shown in Fig 3). The decision about the survivor paths is made based on both the
accumulated metric and the validity of the path. In this case if the arithmetic decoder
signals an error event for a given path, this path is pruned and replaced by a “valid”
path having the next best accumulated metric.

4.1 Results for list VA with continuous error detection

'To assess the performance of the proposed modified list VA decoder, we compare
it to the list VA scheme of [6] in terms of the complexity /storage requirements for
target performance and SNR gains. In all of our experiments we set ¢ = 1072, which
resulted in approximately an 1.5% increase in the data rate: this is accounted for by
appropriately reducing the SNR in the comparisons. We also chose to keep the same
packet structure as used with CRCs for simulation purposes.

4.1.1 Complexity/storage and SNR performance

Our first comparison is the complexity/storage requirements of the list VA with block
CRC and the list VA with continuous error detection for rate 1/3 memory 4 RCPC
code [7] for the same frame and bit error rates. The results are presented in Fig.
5. Note that the number of paths in the list VA has to be about two times higher
than the number of paths in the proposed system for the same target performance.
The storage requirements are significantly reduced in the proposed scheme since only
a single register is needed to store the state of the arithmetic coder/decoder for
each path, while the number of maintained paths is significantly lower. Additional
computational complexity of the arithmetic codec does not depend on the size of the
data and can be addressed by efficient implementations.

The proposed scheme also offers gains in channel SNR for a target BER when
compared to the list VA with block error detection as illustrated in Fig. 6. The gains
are up to 0.25 dB in channel SNR, non-negligible considering that we target only
error detection and not error correction. For comparison purposes, we also show the
performance of the original VA (single path in the list).







