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Abstract

In this work, we address the problem of transmission of
multimedia data over a wireless Local Area Network (LAN).
The wireless LAN is modeled as a packet erasure channel.
We present a solution that efficiently combines Automatic
Repeat Request (ARQ) and Forward Error Correction cod-
ing for sending compressed video and audio over a packet
network.

1. Introduction and motivation

As the Internet grows and the bandwidth available to
users increases, the nature of the data sets encountered
on the Internet is changing rapidly. Streaming media—
typically audio, video, or both—forms a large and increas-
ingly important share Internet’s application mix. However,
TCP/IP-based techniques, which are designed to deliver the
entire source stream reliably but with a potentially large de-
lay, are inappropriate for rich media streams, as late data is
no longer useful and need not be transmitted at all.

For this reason, several streaming media architectures,
such as Microsoft’s Windows Media and Real Networks’
RealPlayer, have been introduced to transmit rich media
data over Internet networks. Unfortunately, even mech-
anisms designed exclusively for media streaming work
poorly on wireless networks. As wireless networks (in-
cluding the new IEEE 802.11, HomeRF, Hiperlan and Blue-
tooth) become more popular, new techniques for transmit-
ting rich media over the wireless networks must be de-
ployed. In this paper, we will propose a technique, called
Hybrid Automatic Repeat Request (called Hybrid ARQ or
HARQ), which is designed from the outset to perform well
on both wireless and wired data networks.
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Considerable prior art exists for transmitting streaming
multimedia data over wireless networks. One such method
is the use of “protocol boosters” [1], which are proxies that
can be used inside existing protocols to adapt them for var-
ious different stream types and network topologies. These
“boosters” are added on an as-needed basis to improve the
performance of communications systems for which basic IP
protocols are not well suited. For example, for wireless net-
works these “boosters” can be used to take an existing me-
dia stream, encapsulate it in forward error correction, and
provide deadline-aware retry requests.

Another method for transmitting multimedia streams
over wireless networks is the use of forward error correction
to form multiple descriptions of an arbitrary media stream
[2]. This technique, called MD-FEC (Multiple description
using Forward Error Correction), is well suited for fine-
grained scalable (“progressive”) media streams transmitted
over a wireless network that allows only packet-level error
correction. However, because most existing media streams,
including those encoded with standard MPEG audio and
video encoders, are not easily scalable, MD-FEC cannot be
used to transmit most streams without a costly transcoding
process.

For interactive multimedia streams, the the “RESCU”
family of protocols introduced in [3] are a viable method
for recovering from network transmission errors. These of
protocols, designed specifically for the tight deadlines char-
acteristic of interactive video streams, relax the deadlines
for error correction and retransmission by using late data to
prevent errors from propagating into frames that have not
yet been displayed. This family of protocols includes sev-
eral variants, including variants using both FEC and ARQ
as their underlying error-correction method.



2. Problem and proposed approach

For this paper, we assume that multimedia is to be com-
pressed, packetized, and delivered to the receiver over an
unreliable channel. In this section, we define our source
and channel model, and address the problem of optimizing
information delivery over the packet-erasure channel.

2.1. Source and channel models

A diagram of our proposed system is shown in Figure 1.
In our system, the source is assumed to produce data at a
constant rate R, packets per second. The maximum time al-
lowed for delivering the data from the sender to the receiver
is upperbounded by Ty (seconds). This constraint targets
multimedia applications where the data often becomes use-
less unless delivered by a specific deadline.

The channel is assumed to be a packet erasure channel
as shown in Figure 1. In practice, this is implemented us-
ing checksums to detect and discard corrupted packets at
the link layer. We assume that all channel packets are of the
same size, are transmitted with a constant rate, and are ran-
domly “erased” in the channel. The statistics of the erasure
channel can be approximated as a Markov-type process in
many practical scenarios [4]. Other models (e.g., memory-
less) are possible as well. The return channel, if present, can
be used to send acknowledgments and other control infor-
mation back to the transmitter. In this paper we assume that
the return channel is obtained by time division multiplexing
with the forward link, as is often the case in practice.

Source Forward channgl Destination
pd
B
: e
Cantrol information

Retumn channel

Figure 1. Streaming system diagram

The general problem is to design a coding scheme that
maximizes some objective quality criterion between the
source and the receiver. In the case of multimedia data, a
quality measure such as end-to-end distortion is appropri-
ate; however, such an approach requires both source and
channel coding be considered in the optimization. This is
referred to as a joint source-channel coding, or JSCC. To
simplify matters and maintain compliance with video cod-
ing standards such‘eis MPEG,; in this paper we will simply
consider the maximization of data throughput over the chan-
nel subject to a maximum delay constraint.
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2.2. Coding for packet erasure channels

Two types of channel coding methods can be used to
combat data losses during transmission over a packet era-
sure channel. The first, FEC, provides additional data that
can be used to replace missing packets at the receiver.
The second, ARQ, provides for automatic retransmission
of missing packets.

Forward error correction is applied to a group of source
data packets to produce extra parity packets that are sent
along with the data packets. The FEC code is carefully de-
signed to be able to protect the data against channel erasures
under most circumstances. FEC therefore provides error re-
silience by increasing the amount of data to be sent. FEC
does not require a return channel and is typically not adap-
tive to the current state of the channel. Also, FEC tech-
niques do not guarantee that the data will arrive to the re-
ceiver without errors. FEC operation is illustrated in the
Figure 2 (top diagram). For conventional FEC, a set of data
packets is transformed into fixed number of coded pack-
ets. If the number of erased packets is less than the de-
coding threshold for the FEC code, the original data can
be extracted intact. One popular class of erasure correc-
tion codes, Reed-Solomon codes, have desirable optimality
properties and are the focus of this paper. Other classes of
erasure correction codes exist, including a family of very
fast but suboptimal Tornado codes introduced in [5].

Reed-Solomon codes are an instance of a larger class of
linear block codes. They are systematic codes, which mean
that the code words contain the original data in unmodi-
fied form along with added parity symbols. Reed-Solomon
codes can be described in terms of two numbers, (n, k),
where 7 is the length of the code word, and & is the number
of data symbols in that code word. (Therefore, a (255, 205)
Reed-Solomon code consists of 205 data words and 50 par-
ity words.) Each symbol is drawn from a finite field of 2°
elements, where s is the number of bits to be represented
in each symbol. Typically, 8 bits per symbol are used. The
total number of words in the code is equal to 2° — 1; how-
ever, by replacing some data symbols with known values,
we can realize smaller codes. For example, by replacing
105 data symbols in a (255, 205) code with zeros, we cre-
ate a (150, 100) code.

Although Reed-Solomon codes can be used to correct
errors, erasures, or both, particularly efficient decoding al-
gorithms based on Vandermonde matrices [7] exist if only
erasures are to be corrected. In this case, each parity symbol
can correct one missing data symbol. This means that the
original codeword (and, therefore, the original data) can be
recovered if at least k of the original n symbols are received
intact.

Block codes can be easily used to create packet erasure
codes by simply striping the code words across packets, so
that each packet contains one symbol from each of a large



number of Reed-Solomon code words. If this is done, a
packet erasure will erase one symbol from each code word;
this can be corrected using the parity symbols contained in
one parity packet. In this way, an (n, k) packet erasure code,
where all k£ data packets can be decoded if at least k packets
arrive, can be created.

To calculate the throughput of an FEC channel, let I7
denote a random variable that represents the number of
packet erasures in a group of n packets. Assuming an (n, k)
Reed-Solomon channel code and independent packet era-
sures with probability P, the throughput of the FEC coding
scheme is equal to:
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Figure 2. FEC, ARQ and Hybrid ARQ coding
schemes

An alternative channel coding method is called an auto-
matic repeat request (ARQ) illustrated in Figure 2 (diagram
in the middle). For conventional “stop-and-wait” ARQ, if
a transmission error is detected in the receiver (i.e., if the
packet is erased), the receiver requests the packet retrans-
mission by sending a negative acknowledgment signal on
the return channel. If no error is detected the receiver sends
a positive acknowledgment signal to the transmitter. To
alert the transmitter of the error, ARQ requires a two-way
communication channel to be present. In the case when the
return channel uses the same physical medium as the for-
ward channel, ARQ, like forward error correction, effec-
tively expands the data bandwidth with retransmissions and
communication of control information. The difference be-
tween the FEC and ARQ is that ARQ is inherently chan-
nel adaptive, as only lost packets are retransmitted, while
the introduction of FEC adds overhead even if the channel
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is clean. However, on poor channeis ARQ may introduce
significant delays due to the roundtrip propagation time of
the retransmission request and its response. These delays
significantly limit the applicability of ARQ to multimedia
communications.

To estimate the throughput of a simple ARQ scheme de-
scribed above we assume that /4 is the duration (in the chan-
nel) of a data packet, and [, is the duration of an acknowl-
edgment, and we assume that no erasures occurs on the re-
turn channel. We also relax the maximum delay constraint
for simplicity.! The throughput is equal to:

(1-

TARQ = Pe);

la
Iy + 14
assuming independent packet erasures. (This simplification
provides an upper bound to the actual throughput.)

2.3. Proposed Hybrid ARQ method

In this section, we propose a way to combine the two
error control methods to improve the performance of mul-
timedia communications over packet erasure channels. Our
scheme is inspired by a similar solution proposed in [6]
for rate-compatible punctured convolutional (RCPC) codes.
The idea is illustrated in Figure 2 (bottom diagram). We
start by generating FEC packets similar to the “pure” FEC
coding scheme above. The Hybrid ARQ method then works
as follows. Initially, the first k data packets are sent to the
receiver. Then transmitter starts sending parity packets until
one of the following two events occurs: either an acknowl-
edgment from the receiver arrives, or the total number of
parity packets n—k is exhausted. Once at least k packets are
received intact, the receiver sends an acknowledgment and
the transmitter continues with the next k data packets. No-
tice that the algorithm does not break down even when ac-
knowledgments are lost, as the transmitter simply assumes
that more parity is needed. Note that this description pro-
vided is only intended to illustrate the proposed HARQ
scheme; Actual implementations can vary. One particular
implementation of the HARQ scheme for the IEEE 802.11
wireless LAN (WLAN) is described in the next section.

To compare the expected throughput of the proposed
HARQ with the FEC and ARQ methods, we can compute
the throughput of the hybrid system under the same assump-
tions. Let E denote a random variable representing the total
number of packets sent in a successful transmission of k
data packets. Assuming no erasures in the return channel,
independent erasures in the forward channel, the throughput

of the described HARQ system can be estimated as:
\
n
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! Deriving the exact formulas requires the use of queuing theory beyond
the scope of this paper.
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Figure 3. Throughput for FEC, ARQ and HARQ
schemes for ff- =20, n = 150 and & = 100.

The througput for different coding schemes is shown in
Figure 3 for the case of f—f = 20, n = 150 and £ = 100.
Those parameters are chosen to be close to the parameters
of a real system described in the next sections. Notice that
the throughput of the proposed HARQ method is better than
the one of the ARQ system because of sending less ACK’s
(the crossover point is due to the ARQ bound becoming
less accurate in noisier channel condition). Both ARQ and
HARQ also outperform FEC in this setup, mostly due to
their adaptivity to the channel.

3. Hybrid ARQ Test Bed

To evaluate the effectiveness of the Hybrid ARQ archi-
tecture, we developed a wireless test bed consisting of sev-
eral 11mbit/sec 802.11b “Wi-Fi” access points and wireless
network PC cards. The streaming media server is attached
to the wireless access point via a wired network. The clients
are Intel-architecture PC laptops, which receive the stream-
ing media data via the wireless network cards.

3.1. The 802.11b WLAN

The 802.11 standard along with the ‘b’ annex define a
2.4GHz spread-spectrum wireless LAN capable of opera-
tion at bit rates ranging from lmbit/sec (using a spread-
spectrum BPSK modulation) up to 11mbit/s (using a coded
QPSK modulation called Complementary Code Keying or
CCK.) It uses the same logical link layer as other 802-series
networks (including the 802.3 wired Ethernet standard), and
uses compatible 48-bit hardware Ethernet addresses to sim-
plify routing between wired and wireless networks. Like
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in wired Ethernet, corrupted packets are dropped at the link
layer; therefore, the wireless link appears as a packet loss
network to applications running on the network.

However, significant differences between the properties
of wired and wireless networks demand a very different
media access control (MAC) layer for 802.11 wireless net-
works. Using radio transceivers for the network physical
layer is complicated by two important problems: the inabil-
ity of radio transceivers to detect collisions as they transmit,
and the potential for devices outside the network to inter-
fere with network transmissions. Communication is also
hampered by the hidden node problem; two widely spaced
nodes on the network may be unable to communicate with
each other directly, and yet still interfere with transmissions
to an intermediate point.

To address these limitations, a complex MAC that in-
cludes retransmissions of corrupt packets and collision
avoidance is used. This complex MAC is required for ade-
quate TCP performance, as TCP responds to packet losses
by throttling the transmission rates. Therefore, packet
losses not caused by congestion must be hidden by the MAC
layer to allow TCP and TCP-friendly congestion control al-
gorithms to choose an appropriate transmission rate.

Unfortunately, the retransmissions used to render the
wireless network TCP-friendly introduce significant delay
and can actually delay multimedia packets beyond their
deadline. Furthermore, our measurements indicate that,
largely due to this complex MAC, 802.11b has a large per-
packet overhead. This means that acknowledgments, which
carry no source information, take a large fraction of the
amount of network time taken by long data packets. How-
ever, while forward error correction can eliminate the over-
head of acknowledegement packets without compromising
reliability, it wastes network bandwidth by transmitting ex-
tra parity which is not required to reconstruct the stream at
the receiver.

Because of the high cost of acknowledgments, a compro-
mise scheme between pure FEC and pure ARQ systems is
desirable. The hybrid ARQ scheme, outlined above, is such
a scheme.

3.2. Implementation details

The physical network used for our testing was an other-
wise unloaded network based on Cisco Aironet 340 series
hardware. We found that the network was reliable at short
range, occasionally dropping single packets. However, at
longer ranges, fades would would render the channel un-
reliable (and sometimes unusable) for seconds at a time.
In our testing, we also found that the uplink from the PC
card to the access point was somewhat less reliable than the
downlink from the access point to the PC card.

The software and protocols were designed to transmit
MPEG-encoded data from a fixed server, through the wire-



less access point and the 802.11b wireless network, and to a
mobile receiver. The server and client use standard MPEG
streams at arbitrary bit rates. The server hardware consisted
of a dual Pentium I1I Xeon SO0MHz desktop server attached
to the 802.11b access point, and the clients were Pentium III
500MHz laptops. In our implementation, the server reads
the MPEG data from a file on its hard disk drive. The packet
erasure correction is based on the fast Reed-Solomon era-
sure correction codes described in [7]. MPEG decoding and
display is done using the Intel Media Processing Library.?

The test bed divides the MPEG data into groups of 100
1024-byte packets. For each group of 100 packets, 50 par-
ity packets are then created, in effect creating a (150, 100)
Reed-Solomon code using 8-bit symbols. A sequence num-
ber and a checksum are added to each transmitted packet, to
allow proper identification of each packet at the receiver and
to ensure proper operation of the erasure-correction code.

Upon the receipt of each packet, the decoder checks
the identity of the received packet. The receiver maintains
spaces for each of the 150 possible packets in each group;
if one of the packets from the current group is received, it
is placed into the correct space. Once any 100 packets are
received in a group, an acknowledgment is sent to the trans-
mitter. When packets from a new group are detected, the
packets from the previous group are sent to a Reed-Solomon
decoder if at least 100 packets have been received; success-
ful decoding is guaranteed.

- If, due to severe fading, fewer than 100 packets are re-
ceived out of the 150 sent, the Reed-Solomon decoder does
not attempt to decode the packet group. Missing packets
are dropped, along with all MPEG data until the next PACK
header.

We found that the hybrid ARQ algorithm allowed the
systern to maintain the video stream during fades, even if
the fade prevented data from being transmitted from the mo-
bile to the access point. Both the pure FEC and the hybrid
ARQ scheme resulted in fewer video breakups than the use
of a simple, ARQ-based TCP connection; in addition, the
hybrid ARQ algorithm effectively prevented the transmis-
sion of unnecessary FEC packets when channel conditions
were good.

4. Discussion and Future Work

In this paper, we have presented a combination of tradi-
tional ARQ and FEC techniques which combines the relia-
bility advantages of FEC with the bandwidth-saving proper-
ties of ARQ. Several extensions of this hybrid ARQ scheme
are possible. One relevant extension is the combination of
hybrid ARQ with IP multicasting. Hybrid ARQ is particu-
larly well suited to the transmission of a stream to a small
number of hosts on the same wireless network, as parity

2More information about the Media Processing Library is available at
http.:/www.intel.com/research/mri/research/mpl.
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packets sent by the transmitter are applicable to any receiver
that is missing a packet. The explosion of requests that can
occur when various receivers erasue different packets can
therefore be avoided; the transmitter can simply continue
to transmitting additional parity packets until all receivers
report they can reconstruct the original data.

For interactive video transmission, where the delays in-
troduced by the Hybrid ARQ method’s buffering and decod-
ing process are significant, Hybrid ARQ could be combined
with the “RESCU” [3] protocol to extend deadlines past the
display of individual frames. In this application, the Hybrid
ARQ protocol brings the same advantages to the “RESCU”
framework as it does to conventional media frameworks.

Another possible extension of the hybrid ARQ scheme
is to respond to changing line conditions by using feed-
back to choose an appropriate transmission rates using joint
source-channel coding techniques. If acknowledgments are
not received or indicate failure even after all FEC packets
are exhausted, the 802.11b data rate can be reduced; con-
versely, if the acknowledgments indicate that the system is
transmitting all packets successfully, the 802.11b rate can
be increased to reduce the network utilization of the stream,
or allow a higher-rate stream to be transmitted. Congestion
could also be handled using joint source-channel techniques
along with scalable source encodings to optimize received
stream quality while maintaining TCP friendliness of the
end-to-end system.
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